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Abstract: The key protocol is one of the crucial technologies to ensure the security for wireless sensor network (WSN) .
Parakh, et al. proposed a key agreement for WSN based on matrix decomposition. However, the study revealed that the
protocol had security risks. A key recovery attack scheme against this protocol was proposed by using the properties of
symmetric matrix and permutation matrix. Based on intercepting the row and column vector of the node, elementary
transformation was performed to construct a linear algebraic attack algorithm and the equivalent key was obtained. The
computational complexity is O(N®). Experimental results show that the method can recover the equivalent key of the
above protocol within the polynomial computational complexity and the memory consumption is within an acceptable
range. In addition, an improved scheme for key agreement was proposed to resist the linear algebraic attack by using a
random disturbance matrix, and the correctness and security analysis were also carried out.
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DREHLA R A RED, (
WHK, ~DK. . .
i7 ;E%Kq K, , - 5)72%1({‘”
BEALA AR AR RED,
15K, K, D,
. K, K, D)
OWHK,, =D - RIEK, ,
)VI’%: share %;jglgi; ji ‘K B R %ﬁ?‘ﬁbl
XL share Pghare i share_j 4 V73
e A | I
K5 aii j YRR
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pri_j“ T pri_i
o X, SIS
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X . P=X_ . X_. M

pri_j“ T pri_i pri_i““pri_j

=X_. X. M

pri_i““pri_j

=X_ Y

pri_i~ pub_j

Ypub

i

K8 X
bl X
TiX

pri_i
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pri_i
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